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Why

Threat, Opportunity, and the Backstory

E2E Design of Internet vs Media Workflows

Coalition for Content Authenticity and Provenance (“C2PA")

Implementation Challenges

E2E Implementation via the Content Fabric Protocol

Content+Meta+Code, Version Hashing, Tamper Proof, Verifiable Rendering, Owner Root of Trust

Universal, Adaptable, Extensible

Use Cases

Provenance Assertions in Content Object, Detection of Tampering, Al Derivatives with/without

Authorization, Verifiable Composition (ala FAST Channels)


https://eluv.io/
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Universal Music sues Al company
Anthropic for distributing song lyrics

/ Anthropic’s Claude 2 gives
users lyrics to ‘Roar’ when
prompted but without a licensing
deal.




End to End Design

Internet as we Know It
1984

END-TO-END ARGUMENTS IN SYSTEM DESIGN
J.H. Saltzer, D.P. Reed and D.D. Clark”

M.L.T. Laboratory for Computer Science

This paper presents a design principle that helps guide placement of functions among the
modules of a distributed computer system. The principle, called the end-to-end argument,
suggests that functions placed at low levels of a system may be redundant or of little
value when compared with the cost of providing them at that low level. Examples
discussed in the paper include bit error recovery, security using encryption, duplicate
message suppression, recovery from system crashes, and delivery acknowledgement. Low
level mechanisms to support these functions are justified only as performance
enhancements.




Process-to-process

Application Application
Host-to-host
Transport Transport
Internet Internet -~ Internet Internet
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*Routers usually have TCP extensions for management purposes

Sources:

E.g. TCP - Reliability,
Deduplication, Ordering,
Session Based over IP

tps://www.netlab.tkk.fi/opetus/s38130/s98/tcp/TCPhtm & https://en.m.wikipedia.org/wiki/File:End-to-end_Concept-en.svg


https://www.netlab.tkk.fi/opetus/s38130/s98/tcp/TCP.htm

Typical Media Workflow

Media, Metadata, and Processing are separated and have to move around
to come together. Workflows are complex chains of microservices.

File Media Source

A\ 4




Content Native Networking

COMPUTING CONVERSATIONS [jj

Content-Centric
Networking

Charles Severance

Content-centric networking is much more than caching of content—it also
works well for live streams of popular data.
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Purpose & Goals

Trust in Media - Maintain the provenance of media Use Well-Established Techniques - Create only the

assets across multiple tools, from creation through minimum required novel technology

all subsequent modification and

publication/distribution. Open Audit - Observer without specialized
knowledge of the implementation should be able to

Who created the content, how, when where? verify **

Security and Responsibility - Ensure consumers MORE - Privacy, Responsibility, Scalability,

can determine the provenance and trust the integrity Extensibility, Interoperability, Whole Workflow

and source Applicability Technology Minimalism, Security,
Content Ubiquity, Flexible Locality, Global

Content Ubiquity - Support all standard asset Universality, Accessibility, Avert Harms, Evolving ...

formats and authoring tools, e.g. images, videos,
audio, and docs.

@ c2 Coalition for
| Content Provenance
Q PA and Authenticity




Key Design Principles

Root of Trust in a strong Owner ID
Every Asset has a Unique ID

Assertions are created for any new creation or
modification of an asset asserting when, where,
and how, the asset was originated/transformed

- Labelled Data, CBOR-encoded

- Hashed, Digitally Signed by Actor into Claims

- Hashincludes Media Assets (byte range or ISO
BMFF box based)

------ Claim Signature

~—

Claim

Assertions —/

Figure 1. Cryptographic dependencies

Examples - source/device information, actions
performed (clipping, color correction), thumbnail
creation, content bindings

Actors may be human or software

Claims are Verifiable - Scale, Simplicity, Min Cost

C2PA Manifest

Claim Signature

Claim

Figure 1. A C2PA Manifest and its constituent parts




Implementation Challenges

STORAGE !=
RENDERING

Complex and
Security
Vulnerable

No Encryption or
Authorization

Claims verification applies to what is stored, not to what the consumer sees

- Wonky claims language to fit a storage container format (JUMBF)
= All references to information in the manifest, whether stored internally to the asset (i.e.,
embedded) or stored externally to the asset (e.g., in the cloud), shall be referenced via JUMBF
URI references as defined in SO 19566-5, C.2.

= Requires the use of ‘excludes’ in the box to specify what should not be verified >
- Anything in excludes escapes hashing verification (security!!)
- Claims data itself has to go into the excludes (versioning)
- Some technical metadata that drives rendering is not included/verifiable
= Special excludes to accommodate all tools/players

- Pushes verification process into the storage - VERY COMPLEX & BAD!!

- Salt for the claims hash is stored in a PRIVATE field within the ISO format!!
- HOW would we use this mechanism to monetize derivative creation? Pirates overrun.
- Claims generator/validator code is outside the verification loop!



https://www.iso.org/standard/73604.html

Example - Verifying fMP4 Streamable VoD

Merkle-Tree Hash Verification has to be implemented by the verifier!

And it still doesn’t account for streaming variants ...

M'ﬂl“m‘“msﬁ‘m‘“ TfZICk #n Track nel Track n+2 LR M'ﬂl“m‘“msﬂm‘“ TfZICk #n Track nel Track n+2 .
c2pa-specific box : 3 . c2pa-specific box S : !
mw.mmﬁ [ Track Chunk m+1 l I Track Chunk ] l Track Chunk I mw.mmﬁ [ Track Chunk m+1 l I Track Chunk ] l Track Chunk I
[ Track Chunk m+2 | I Track Chunk ] I Track Chunk I [ Track Chunk m+2 | I Track Chunk ] I Track Chunk I

To verify track chunk m+3 you must first the rowwtra&awm»ammuuml the
e e Track Chunkms3 | [ "o | S N Track Chunkme3 | [ " |
S —1 The c2pa-specific box in each Track’s initialization S —1 The c2pa-specific box in each Track’s initialization
| BERTSEIIIT | ot e | BTSSRI | et
T Wentical across racks). The Mandlest's T Kentical across racks). The Mandest's
. alg c2pa.bmif hash assertion will contain CBOR with an string box_purpose = merkle - olg c2pa.bmif hash assertion will contain CBOR with an string box_purpose = merkle
+ hash* amray of merkie rows, one per track, tee Dt (8) data = « hash* amray of merkie rows, one per track, tee Dt (8) data =

- CBORSeriallzation ™ 3y Locate assertion & correspondng merkle row - CBORSeriallzation ™ 3y Locate assertion & correspondng merkle row
: 2| from manifest using munhoﬂd &localld : 2| from manifest using lrnunlqwad &localld
3 uniqueld member of the chunk c2pa box : 5 uniqueld member of the chunk c2pa box :
= InitHash @ If the hash of the int segment usi & moof box - InitHash @ If the hash of the int segment usi & moof box
- o itsoded o o) - o itsoded oo o)
. ag* along side the merkle tree row you just H . ag* along side the merkle tree row you just H
o hashesi]® located, the initialization segment is verified. dat box o hashesi] ® located, the initialization segment is verified. dat box
Track in Merkie Row [+ wniqueid ] Track in Merkie Row + uniqueld
« localid | « localid |
s e = s e =
manifest CBOR serialization are used for monolithic + hashes(] | manifest CBOR serialization are used for monolithic + hashes(] |
MP4, whereas alg & hashes(] in the merkie - ; MP4, whereas alg & hashes(] in the merkie L )
objects are us:dgv:f wmm‘, td CBOR Sem!lnuonl Track Chunk m+S objects are m:anv:f wmml, oarw CBOR Semunuonl Track Chunk m+S

Figure 5. Validating the initialization segment Figure 5. Validating the initialization segment



Protocol Approach - Content
Fabric Implementation of C2PA



Next Gen Content End to End

. di licati .
T -

Content Fabric Protocol:
----- > gfab (content) + elvmaster r————
(blockchain Control)

TCP

IP

& 4

Content Fabric Protocol:
* Publication (Content Addressing/Active Storage/Versioning)
* Presentation (Rendering/Composition/Packaging/Transformation)
« Security (Authorization/Integrity/Rights Enforcement)
« Distribution (Streaming/File)



Next Gen Content End to End

Live Stream or
Master File
Ingress

Node Vi D

Content Fabric Protocol:
-» (fab (content) + elvmaster  .-----. Lo
(blockchain Control)

1
]
i
]
TCP ?
'
]
i
IP 5
R Media Output
o g .
Egress
Node

video stream, image
view, file download



Overview & Demo ELUV.IO

Content Fabric Protocol

One software stack
- Open, end-to-end protocol on top of TCP/IP, network of nodes, organized as a utility network
= Universal, adaptable, extensible

Content Addressable
- Contentingests, stores, and distributes across nodes in a hashed binary representation, “parts”
- Assignment of “parts” enables fast publishing and fast lookup

-  Parts are linked together in objects called “content objects”
- Parts are binary data/media, metadata, and code

Just-in-Time Composition and Self-Verifying Output

- Output - such as streaming - is generated on demand from these parts by executing the code (no file copies)
= Network transport, transcoding, packaging, etc. is pipelined and real-time

-  Parts are hashed and version hash is stored per object, on chain

- Access control including re-encryption are governed by trustless and verifiable authorization backed by transactions on
the protocol blockchain

Owner Controlled Authorization and Verifiable Content Actions
- Actions are authorized via a tx against a contract on the protocol’s blockchain and sighed by the actor



The Content Fabric Protocol

Content Native, Just-in-Time, Blockchain Controlled

Content Native
Media

Metadata
Processing

Jr

Just-in-Time

Programmable
Content-Addressed
No File Copies
Real Time

2

Tamper Proof

On Chain Ownership
Trustless Encryption
Versioning
Authorization
Rights Control

e




Content Objects & On Chain Versions

Content Object

Content Structure

Content
Reference

‘ Metadata v1

Metadata v2

1T

data part

Hash -
data part

Hash -

data part

Hash -
data part

Hash -

Version 1

Version 2

I
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Content Object Version Proof
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Content Object - Self Verifying and Universal

QSTRUCT
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Stores & Manages
Large Form Content

DATA

JIT Distribution Pipeline

Transforms & Delivers
Consumable Media

CODE

Controls Access,
Protects & Provides Content

CONTRACT

/: \ ..‘ Render 1 e -.l-
) ,//T: L V v n'
Hid l 4

CONSUMABLE MEDIA

Metadata
l’ Raw
T ‘ : Raw
W
Raw

CONTENT

Binary audio, video,
image, data

b g#g8 <
T v/_ Rendern = «—s
L] -l
I%90g

[

Contracts
Code

DR -

N

+ B -

Building Instructions
Code

Metadata
Textual, key value
CPL/OPL/Makefiles



Global JIT Distribution

Source:
Live Stream or
Master File

Media Output:
video stream,
image view,
file download

Egress

Media Output: s

video stream,

image view, .

file download Media Output:

video stream,
image view,
file download

Media Output:
video stream,
image view,
file download




Blockchain Authorization & JIT Distribution

| ENCRYPTED WITH OWNER KEY OWNED BY ARTIST/PUBLISHER

Policy Rules

Set by Publisher Smart Contract
« offerings allowed Addroes (on Pobric
- availability windows - .
* geo restrictions
+ number of accesses Key Methods:
* user restrictions * Access
etc + Transfer Owners

Request
hip
+ Commit Version
| Content Object
Contract Address (0K

0Oxbe35bf9alec9fb684a95dc8d1624cd7b26a96043

‘ “Title”
Version Hash

ha__GX. VFAWDBL, RIGHTS
CODE

ARTWORK
METADATA
Creates Offerings d METADATA

@ VIDEO, IMAGE & AUDIO ESSENCE MEDIA
* Stream
* View @ BITCODE FOR SELF RENDERING
+ Download

i Blockchain ledger engine
LHHEFEHAD for transactions on the
content objects

@ @ Content storage and [
3 routing engine =

T —




PVOD Streaming Flow Animtior

Controller App
Ingest Master

L Playable-code
Playable-meta

----- > Tx

. .- I ) Playable-code
[0 o e S =
Playable-meta

NODE NODE s

S - __ EEEEN
one bt EEEEEE B

Content Fabric Blockchain on Nodes
LEGEND [Tha ]
] ] .3

,,,,,,,

,,,,,,,,,,,,,,,

NODE NODE NODE B BN ] e

Content Objects with ‘Parts’ on Nodes

Code and Metadata



PVOD Streaming Flow statc

Controller App
Ingest Master

Playabls-

[Pe1 ]
‘I—»Tx=

File Media Source

[ [ | e R
Playable-meta
[Pz | -JT'TD_ HLS...
NODE NODE Created | created from | Created from
@ mom | part2 Part1
---------- > hq
e = HEEEE EEEEEn
NODE NODE NODE
Content Fabric Blockchain on Nodes
LEGEND
| Live Channel Media _| [ —
Cepyiera ] I Cems Cemr — O
S S e - NODE NODE NODE [ N I |

Code and Metadata
Content Objects with ‘Parts’ on Nodes



Controller App
Ingest Master

LEGEND

Code and Metadata

Nagra Forensic Watermark

Adding Forensic Watermarking

— =i o

= A

Playable-code
Playable-meta

e —

(NexGuard Streaming)

NODE
““““ NODE
N NODE

Animation

User Address from Authorization Token

0x55ae... <- (auth_token)sig

— e S

—

'
v

Playable-code

HLS...
Media Wallet
0x558e...fc412
---------- > 1.

Content Fabric Blockchain on Nodes

[ha ]
1
1 1

B B C .

Content Objects with ‘Parts’ on Nodes



Adding Forensic Watermarking static
) (NexGuard Streaming)

Controller App
Ingest Master

User Address from Authorization Token
0x55ae... <- (auth_token)sig

HLS...
NODE
Media Wallet
0x558e...fc412
---------- > hq

NODE NODE
LEGEND Content Fabric Blockchain on Nodes

==
[ Live Channel Media ]
| __EmptyLivePart__ ; - —
TN

_ 1 1 [
NODE NODE NODE [ B e |

Content Objects with ‘Parts’ on Nodes

Code and Metadata

I Nagra Forensic Watermark I




Key Security Principles

End-to-End Content Security “in Protocol” - Content is
self-protecting, self-authorizing, and verifiable through
the security of the Fabric blockchain and trustless

cryptography.

Owner Controlled Content Encryption - Content object
parts are encrypted with 2 layers - traditional symmetric
AES-128 and new AFGH/elliptic curve encryption.

The content keys are encrypted with the owner’s

private keys.

Re-encryption of Content Parts by Fabric Nodes is
‘Trustless’ - Nodes have no access to the AFGH keys of
the owner when decrypting parts to process/transcode
or to re-encrypt output to the client/DRM keyspace.

All Content Versions are Committed On Chain - Content
object version hashes are committed to the Fabric
blockchain as data stored in the contract of each content
object; the chain is stored by every node in the Fabric.

All Content Versions are Verifiable - Sparse or complete
content object version hash verification can be run against
any object to prove its version hash is authentic, and the
version history (“provenance”) is tamper proof.

Client Sessions are Authorized via On Chain Policy - To
individual offerings (not to the base content object);
authorization is verified via policy data that is hashed and
stored in the blockchain contract and can refer to
ownership.

With a Secure Identity - OpenlID, blockchain private key, or
one-time tickets are exchanged for a Fabric access token
(with fine-grained scope), signed with secp256 signatures
by the owner or delegated authority service.

Usage is Recorded on Chain - Nodes record all accesses to
Fabric URLs via client sessions as content object parts
(committed on the Fabric). The usage data is encrypted
and follows the trustless encryption.



Security Architecture

9 Browser / Device | Content e
: ¢ Poli .
O Fabric Node okl ), a4
Subscriber - 1 v - Content Owner
' Access TOK =
<+— ‘
1 | Device ID | | Session ID | '
-=p I Proof l I Access TOK | Bitcode :
< Enclave m ; QP
HLS SEG “ ' QP
N | L
“;/ | Proof | | Access TOK l E

S Key Service

Standard DRM Exchange EXEC Policy



C2PA Use Cases



Claims Generator & Validator

eluvio-inc - Dev > C2PA Claim Manager C2PA claim manager
Display Content Info Groups Files
[ha__GwxeyTH1upyJtK’ QgKQRUBReTZ ]
Name: C2PA Claim Manager Clliiis
Description: 2024-02-07122:59:37.677Z - 0x40988303B164dc5D03C075ad7 v
Access charge: A
::ta_\}rl": "https‘:lllsore.ya.contentfabric.io/"l,.
Library D: iIib3tanthn5Rob69Ly2XsYrbq9]ZP ’ claim_generator": "Eluvio Claim Generator v@'
Object ID: iq__PPMHCkxmwP8diMMjMsM1ddHXYuo =
Type: None [ .
Contract Address:  Ox1bb40e366e83b8df468dbd56b5d62142c8bb7882 LR
Owner: 0x409b8303b164dc5d03c075a47e16a8f04bb0744a “action”: "c2pa.published”
Versions: n 1,
@ "elu;/%ogcope":({
icgi . . "offerings":
Permissions: Public $ "excluges": [
: "offerings/*/simple_watermark"
Encryption Keys: Show Encryption Keys I ),"!ype": it
"public/asset_metadata": {
"excludes": [],
wtypats “ o
Latest Version ’ i
e 3 S "éluvio_versinn": "hq__8j3qrpG8dCvdtBVc) ydobmc: 2NAL ‘TbS44yekgXd",
Hash: ha__KiJjNbzj2aTsMAPQS02BYyQ72NugvYC6yCibhBN6Dq1DPQUCPH... [7] "exempts": [
. "'0x409b8303b164dc5d03c075a47e16a804bb07 440"
Type: None ‘)‘iabel": "c2pa.actions"
Commit Info: ,
“data": {
Author: eluvio-inc-elv-admin (0x409b8303b164dc5d03c075a47e16a8f04bb0... faimns-v: [
Commit Message: Upload files > “"action": "c2pa.published"
: . aG 1,
Committed At: February 17, 2024 at 8:49:19 PM PST .,emin'smp?..: ¢
"assets":

"excludes": [],
"type": "subset"

Claim Manager is a e
"files":

Content ObjeCt a2 "excludes": [],
}

"type": "subset"

}

'
3 "eluvio_version": "hq__8j3qrpG8dCvdtBVcj y4o6mc: 2NAL al Tl yekgXd",

"0x409b8303b164dc5d03c075a47e16a8f04bbO744a",
"0xe9d11cel3b113888deelf578ccd930d84ef6495"

(Verifiable)




Detect Tampering in VoD

c2pa:
0:
assertions:
data:
eluvio-inc - Title Mezzanines > TST_STARWRECK - Star Wreck: In the Pirkinning MEZ ] Offerings can not be changed
Display Content Info Groups Files dwio_w:::m =c2pe.publzhed: by an authorized user .Other
offerings: than the owner, and still pass
Name: TST_STARWRECK - Star Wreck: In the Pirkinning MEZ °"°'“d;s¢ N X verification, except for the
i 5 offerings//simple_watermark' )
Description: type: “exact" S|mple_watermark.
Ibli et_metadata:
Access charge: pu el:ilaus:as: .” ata:
type: “superset"
Library ID: ilib2VhFHii9m8kRgGYXK3fUbu24Tgyt eluvio_version: "hq__8j3qrpGBdCvdtBYcjiMgQhbANbw.Jyd0BmceAARZNAL yekg
exempts:
Object ID: iq_32wminbmsP1Fw7L72Zc88WsXLDUF 0 “ 3c075a47¢ .
Type: eluvio-inc - Title - labst: S€2paactions?
Contract Address:  0x91f6c43af5bc214009c9d6cc379ead4482a771b4 data:
Owner: 0x409b8303b164dc5d03c075a47€16a8{04bb0744a o
Versions: 30 .. S0 feZpaplblshac® Only the owner and one
® eluvio_scope: o
Permissions: Public s assats: additional address can change
excludes: []
type: “subset" a SS et S .
Encryption Keys: Show Encryption Keys ‘ files:
excludes: []
type: “subset"
Latest Version eluvio_version: “hq_8j3qroGBdC: IMgQhbANbwy AR2NAL TbS4dyekg
exempts:
" . : o pn o: - 30: 75a47¢
Hash: hq__2MCJgfrz5UQGKYkAgtj7eo1p1fUhoe7SHbkK5H2jghuCeYiKAiiQLjc... [ 3 sems it i
label: “c2pa.actions”
Type: eluvio-inc - Title 2
3 E data: a .
Type Hash: hg__5SCm9NmTLCaGyGD3DBYg4yhvxfzjLUERV7WSwVjXR883hoyAJS... 0 actisns: The main waterm ark strlng can
C it Info: o:
or:nllh " luvio-inc-elv-admin (0x409b8303b164dc5d03¢075a47e16a8{04bb07. sl not be changed by anyone but
uthor: eluvio-inc-elv-admin (Ox: c! c075a47e16a eluio_scope: the owner
Commit Message: ~Saved C2PA claim ey ”'"""'DO e
m: “Do not distribute"
Committed At: February 17, 2024 at 8:36:45 PM PST type: “string_match®
eluvio_version: "hq, IXJELJUWWBZUmgZQ8. 7t5nJpB61u2UhCgPFtawjFxwhKnmd7j5FMhTg"
exempts:

0: 4dc5D03C075a47¢ 442"

T MR Ay



Detect Tampering in VoD

eluvio-inc - Dev > C2PA Claim Manager

"prod_master_hash": "hqg__4iBcWRqFS6FLv6YkqMko8Zqh95YT3BncAbW4

"prod_master_var_key": "nagra", Display Content Info Groups Files

"ready": true,

"simple_watermark": { C2PA claim manager
"font_color": "white@@.2",
"font_relative_height": 0.015,

"shadow": true, (ia__s2wminbmsP 1Fw7L72Zc88WsXLDUF |

"shadow_color": "black@@.15",
e
\ 2024-02-18T04:34:50.786Z - 0x409B8303B164dc5D03C075a47 v |

- "template": "Do not distribute - $USERNAME",

—Claim:

" " " {
+ ‘template - ’ “ta_url": "https://core.v3.contentfabric.io/",
"claim_generator": "Eluvio Claim Generator v@"

[
{
“data": {
“actions": [

"action": "c2pa.published"

1,
"eluvio_scope": {
“offerings": {
"excludes": [
"offerings/*/simple_watermark"

"type": "exact"

THE PIRKINNING "

"author": "eluvio-inc-elv-admin",
"author_address": "@x409B8303B164dc5D03C075a47e16A8f04bb0744a",
“timestamp": "2024-02-18T04:34:50.786Z",

"hash": "@xa5ae0f2d6416bb9e473c30dd29clee498fb7c5a8"

- Unexpected element for offerings/default/simple_watermark

— Unexpected element for files/StarWreckHD.png

- Claim based on invalid claim in
hq__2wBwGKUXJELJUWw6ZumgZQ8Jsa6w3fo3evEDh7t5n]pB61u2UhCgPFtaWj FxwhKnmd7j5FMhTq

Claim fails to validate A




Al Derivative - Unauthorized

Original Image Version 1 Version 2

0w
Q You

Make the image kock mere i the ctignal
€5 mape gemerator

&4 mope generator
ADAPTED FROM GUILLAUME MUSSO’S BEST-SELLING THRILLER T

ooy the newty crested image featuring &
Yo recuested ¥ yeu nead ay further adjat

Add sunglasses More like original

Add sunglasses to this image

DALLE 3

TR DALL:E 3 understands significantly more nuance and detail than
ety our previous systems, allowing you to easily translate your ideas
into exceptionally accurate images.

Final Result

You
Make the girl's hair shorter

&4 image generator

The woman's hairstyle has been modified to a chin-length bob as you request
anything else you'd like to adjust, just let me know!
ODoO@

Make the hair shorter




Unauthorized Publish

© Any change to the version of screenplay send to the Artist by the Production by emall on July 24™ 2021 (art. 1) C2PA claim manager
o (i) Photographs, drawings and recordings representing/reproducing the Artist’s voice and/or image, and used by the Production =~ )
for advertising and promotion of the Series, including outtakes, backstage footage, bloopers and biographical elements of the Artist P"2<\3300AZ
(excluding elements taken directly from the Series and used in accordance with the provisions of the assignment of rights) (art. I11.B.).
i e v 2024-02-17T03°56:38 9962 - 0x4098830381640c5003C075a47 v |
i) Al . § - } ;
) 'b:':w?mm': eluvio-inc - Title Mezzanines > REUNIONTSR MEZ - Reunion (series), The r~Claim:
for the promotion and py { = A Ty =
prt:dﬁvmd aud:;‘:t"ed Display Content Info Groups Files -:T;,‘{;_q;n,rﬁrﬂiif’fgiﬁcfi‘ Clola Cenerator o
ARTIST'S pul on sm: e
APPROVALS broadcaster and/or any ¢
ate and an the wahdita / {
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Claim Verification Fails

® Any change to the version of screenplay send to the Artist by the Production by emall on July 24 2021 (art. 1)

o o o C2PA claim manager
o (ii) Photographs, drawings and recordings representing/reproducing the Artist’s voice and/or image, and used by the Production
for advertising and promotion of the Series, including outtakes, backstage footage, bloopers and biographical elements of the Artist ‘

elect Object

- - - - - — - - N2KNK33QDA8Z
(excluding elements taken directly from the Series and used in accordance with the provisions of the assignment of rights) (art. Ii1.B.). p 250
« (iii) All photographs and recordings of the Artist made during the p th the set and back ), post- Claims
and promotion of the Series used by the Production on all media, by all means and processes for the following uses: [2024-02-17T03:56:38.996Z - 0x409B8303B164dc5D03C075a47 v |
for the promotion and publicity of the Series (trailers, TV, radio and internet publicity, etc., teasers,promo-reels, press kits, —Clai
printed and audio material, electronic press kit, digital marketing and more particularly within the framework of applications and Lalm:
AR maillatens A somastmbnman sanlal mabiinslie. sisakolbas aba ) amad fan oha Micistontlan af oha modhudolan akthia: Puadisntlnn bia
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Authorize the Al Derivative

Czlt;!?-;i-zomo:ﬁ :33.710Z - 0x409B83038164dc5D03C075a47 v Latest Version
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“ta_url": "https://core.v3.contentfabric.io/",
"claim_generator”: “Eluvio Claim Generator ve" Type: eluvio-inc - Title
Type Hash: hq__5SCmMONmMTLCaGyGD3DBYgdyhvxfzjLUERV7WSwvjXR883hoyAJ5... []
}, ' Commit Info:
wdata™: { Author: eluvio-inc-elv-admin (0x409b8303b164dc5d03c075a47e16a8f04bb0...

asctlongil Commit Message: Saved C2PA claim
“action®: “c2pa.published" Committed At: February 19, 2024 at 4:54:11 PM PST
I.l ¢
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Metadata: Show Metadata

Parts: Show Parts



Transactional Commits on
the Fabric Blockchain

Block 30492257 30492257 = ek,

BaseContent | VersionConfirm

o 10__2121Us8p01 109ERDNZKNKIJ00ABZ q .
Contrac Adrons R — “From” is the authorized Al address
From OxADT 1520630 4CIA61196730204131 731075642 (Ox5eF2f354E00EEab3950518461aAC023C0B19804e)
© 4 hours ago | February-19-2024 04:42.02 PM +-8 UTC | Confirmed within <= 0.747 seconds
Block 30492258 20492256

BaseContent | CommitPending

Transaction Hash OxbIOCAI10IDARI6TOCeedIDTAIL1SATCAT168470¢1a¢1C1C77I06CO6<IVI0AC "TO" |S the Contl'aCt address for the COI‘ltent ObjeCt
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BaseContent | UpdateRequest 0 Ga 1972791 100%
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[ Y
) 10__2)2JUsBpof 10QERDNZKNKIICOASZ Hex (Detautr) +

Contract Address

From elv-aichelle-al (0x5e121150e00eead195051846100c023¢001900e )

Load More Events



Next: Composition- FAST Channels



Live Streaming with Personalized Insertion (FAST)

Controller App

Insert Hash into Meta
Either a Playable or a
Selector function to
choose a Playable

{ hq to insert,
time, duration }

R Selector-meta
Ll eads SCTE Playable-code

———————

_______

_______

NODE F==F= = NODE

_______

NODE I——_‘NODE

Code and Metadata

Selector Meta - Personalized Ads Example
Ad group, tags 3 phoenix

hg__MS ... { phoenix, food }
hq_QC ... { los angeles, music } 3 0x3e85..879af food
hq__DK ... { washington dc, cars }

user group, tags
{ 0x3e85...879af, phoenix }
{ 0x4a82...3642, los angeles }
{ 0x558e...c412, washington dc } .
(Oxda82...3642, Ox558e..c412, music)  INASLLELSLS
{ 0x3e85...879af, food }
{0x558e...c412, cars )

Selector code and Selector

meta is a content object and is

3 0x558e..c412 ~ MUSIC, cars

B [seiectormenn | . ......... g Med .Y.’fﬂe'ltz

HLS...

Media Wallet
0x558e...fc412

Animation



Live Streaming with Personalized Insertion (FAST)

Selector Meta - Personalized Ads Example
o :
Ad group, tags - phoenix
hq_MS ... { phoenix, food } food
Controller App ngeles, 0x3e85...879af 100
Insert Hash into Meta { hq to insert, hh:—_gg : l“?:;llﬂglm,d"‘:.u :::fz) o -
Either a Playable or a time, duration }
Selector function to e Selector code and Selector
= , phoenix o o o
Foech iopee {0x4a82...3642, los angeles } meta is a content object and is
{ 0x558e...c412, washington dc } ifiablel
=+ A (0x4a82...3642, 0x558e...c412, music)  AACILLICIMIEL
: {0x3e85...879af, food }
-m {0x558e...c412, cars } 3 0x558e...c412
. i from Stream
""" » T ==
Selector-meta | gl v v v vnu E o
Live Media Source A
EEEN
ST [~ HLs...
NODE
LECEND @ Media Wallet

0x558e...fc412

Static



Content Authorization &

General Purpose Fine Grained
Authorization of the Al to the Content,
Publisher Controlled - by offering e.g
streaming, metadata read, etc. and
specified to the Al entity/agent

Automatic Royalties/Annuity Stream
to Content Owner - bulk payment or
per transaction payments,
transparently recorded, tamper proof

Secure Per Transaction
Authentication - of the Al via unique
private key and on chain cryptography,
preventing fraud and fakes

i

>

Content Provenance for Als and Humans E2E

Hyper Efficient - Al authorization is
seamless in hyper-efficient JIT delivery

Version Proof and Creator History - The
content version, a “version proof” and the
creator history (e.g. standards-based C2P
manifest) included in Al derivatives

Easy to Scale - One method, unlimited
content. Open source and protocol based
(rather than workflow specific).

Universal - Works for any content type,
e.g. audio, video, apps, VR, AR, etc.
Extensible content network.



ELUV.IO

info@eluv.io
https://eluv.io/contact

Oy R B O

VP Sales: jerry.scheibeler@eluv.io
Partners: . dan.vecchi@eluvio
CEO: michelle.munson@eluv.io
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https://www.linkedin.com/company/eluv-io
https://github.com/eluv-io

Content Objects & On Chain Versions

Content Object

Content Structure Hash - data part

Hash - data part

Hash - data part

|

Content
Reference

T

Content Object Version Proof Embedded Blockchain

=N

| 0’ "0

‘ H(0,0)+H(6,1) H('1,0)+H(1,1)

Hash (V1)

l

Hash_Proof (V1)

" "0 V !" "\

Metadata v1 Hash - data part

Metadata v2

£

Version 1

Version 2

H(O',O) ‘H(‘0,1) ‘ ‘ H(1:0) ‘ H(:I,1) |

[
Hash (V2)

4 s A A

[
Hash_Proof (V2)

part part ‘ ‘ part ‘ part

Parts are media, metadata, and code.

T




Live Streaming Flow

Controller App
Start/Stop/Query Status

Playable-code
Playable-meta

Live Media Source —_
[ | [
NODE
NODE
LEGEND
NODE

Code and Metadata

_______

_______

_______

,,,,,,,

NODE

________

_______

_______

,,,,,,,,,

Playable-code
Playable-meta

NODE

Animation

HLS...

Content Fabric Blockchain on Nodes

[ha ]

1
1 0
B BN ) .

Content Objects with ‘Parts’ on Nodes



Live Streaming Flow statc

Controller App
Start/Stop/Query Status

Playable-code
Playable-meta

Live Media Source z
EEEE iatabiestods
NODE TNODE
NODE T~ =7~ " NODE :
o S o S 2 Content Fabric Blockchain on Nodes
LEGEND
[ iveChomei s 0 O
" EmpyLivePart | J L L
Sl i i - NODE NODE NODE Bl Bl ] e
Code and Metadata

Content Objects with ‘Parts’ on Nodes



