ASC MHL Dbrief

Introduction

ASC MHL (Media Hash List) provides an open specification[1] of a verifiable chain-of-custody
for production media — from camera through post to archive. It offers an open, tool-agnostic way
to prove that every copy of every file is complete, correct, and accountable. In doing so, ASC
MHL replaces ad-hoc checksum reports with a portable, auditable history that travels with the
assets.

Modern productions move petabytes of data across many vendors and systems, yet checksum
and verification practices have remained fragmented and inconsistent. ASC MHL closes this
gap with a common XML-based manifest and history format that captures each copy and
verification event.

Already used in hundreds of productions, ASC MHL has significantly reduced manual
“fire-fighting” work needed to trace or re-verify assets, saving time and cost at scale. Its key
differentiators are a structured history and chain-of-custody model, multi-hash policy,
robustness, and an open-source reference implementation that make it both practical and
future-proof.

With integrations across data management software and camera vendors as well as adoption
by multiple facilities and studios, ASC MHL defines the emerging industry standard for trusted
media movement.

Problem Statement & Context

Modern production and post-production workflows rely on moving massive volumes of camera
originals and deliverables across many systems, vendors, and locations. While checksum
verification is universally acknowledged as essential, there is no consistent, portable way to
prove file integrity and lineage across facilities. Each offload or archive tool implements its own
manifest structure, stores hashes in different places, and provides little or no persistent audit
trail.

When discrepancies such as missing frames, corrupt media, or mismatched file counts occur,
teams often face costly investigations to reconstruct “what was copied, when, and by whom.”
Without a shared format for checksums and transfer history, every facility must reconcile
incompatible records manually. The result is lost time, duplicated work, and potential re-ingest or
restore from an archive.

Earlier checksum manifest formats (pre-ASC MHL) supporting single-tool verification were not
standardized or composable across vendors. Each integration required a custom bridge where



every creator and verifier had to handle every flavor of manifest. Important lifecycle aspects
remained hidden:

History of successive verifications (“which generation carries the ‘hero’ checksum”),
Associated operator or system metadata,

Completeness through nested directories and collections,

File renames and structural changes over time.

This fragmentation limits automation and makes end-to-end data management a multi-tool
exercise. Because hashing and manifests are “unsexy plumbing,” no single vendor could justify
building a comprehensive standard alone. Establishing a cross-vendor, open specification
required industry-wide collaboration under the ASC’s Motion Imaging Technology Council
(MITC)—the only way to create a checksum and history format that every tool and studio could
trust and adopt.

The ASC MHL Solution

The ASC Media Hash List (ASC MHL) is an open, XML-based specification that defines how file
integrity is recorded, verified, and exchanged throughout a production’s lifecycle. It transforms
checksum verification from an ad-hoc task into a structured, portable record that travels with the
media.

At its core, ASC MHL defines two main artifacts: the Manifest, an XML document listing files,
directories, and associated hashes, and the History, a linked sequence of manifest generations.
Each manifest represents one discrete operation (such as a backup, verification, or transfer)
and every new process appends another generation rather than replacing the previous one.
This creates an immutable, append-only audit trail. Histories can also be nested within larger
histories, preserving completeness and traceability across complex projects that span multiple
cards, units, or departments.

[ ] ( 0001_16421225_Day001_2022-02-08_222606.mhl

1:0 | <No selected symbol> 3 9.024 characters  H
w0 </Tast>

87 <hash>

88 <path size="132120576" lastmodificationdate="2022-01-25T09:18:45-08:00">Camera_Media/C@05R34T/C005C002_220125_R34T.mov</path>
89 <md5 action="original" hashdate="2022-02-08T14:26:05.973418-08:00">ed07ae94f28093f feb6e34b1c8bd7447</md5>

90 </hash>

91 <hash>

92 <path size="127926272" lastmodificationdate="2022-01-25T09:18:51-08:00">Camera_Media/C@05R34T/C005C003_220125_R34T.mov</path>
93 <md5 action="original" hashdate="2022-02-08T14:26:06.202210-08:00">2e021f382622c763adc4524ba542elef</md5>

94 </hash>

95 <hash>

96 <path size="1831" lastmodificationdate="2022-01-25T09:18:48-08:00">Camera_Media/CO@5R34T/COO5R34T_AVID.ale</path>

97 <md5 action="original" hashdate="2022-02-08T14:26:06.202777-08:00">349471865371536b593a%ece4966abaf</md5>

98 </hash>

9 <hash>

100 <path size="3240" lastmodificationdate="2022-01-25T09:18:48-08:00">Camera_Media/CO@5R34T/COO5R34T_BIN.bin</path>

101 <md5 action="ariainal" hashdate="2027-02-08T14:26:06.203213-08:00">ehehcdRAe2faf323f7077300d744h3ch</md5>

Figure 1: Section of a ASC MHL Manifest file with hashes and relative filenames of managed
media



ASC MHL prescribes a concise set of required operations implemented uniformly across tools:
initializing a history, verifying files, detecting unknown or missing assets, merging histories,
tracking renames, and flattening distributed manifests into a single consolidated record. These
operations ensure that any compliant tool can reproduce, verify, or extend another’s work
without data loss or ambiguity.
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Figure 2: Process cycle for data management generation with diff, verify and history-append
operations

Designed for both human readability and machine validation, the XML schema mandates
structure while remaining flexible. It supports common hash algorithms such as MD5, common
SHA variants, xxHash, and C4 to balance speed and policy requirements, and standard ignore
patterns prevent recursive or irrelevant entries. The format allows facilities to choose their
preferred hash policy or automation approach while maintaining cross-vendor interoperability.

A comprehensive open-source reference implementation, published and maintained by the ASC
Motion Imaging Technology Council (MITC), performs all normative operations, validates
manifests, and demonstrates correct handling of histories, merges, and flattening. It serves as
both a conformance baseline for tool vendors and a ready-to-deploy utility for facilities adopting
ASC MHL.

Use Cases

The ASC MHL workflow is designed to be part of every data-management step where files are
moved or duplicated — on-set, near-set, post, cloud, or archive. Each time data is copied to a
new medium, a manifest and history entry are generated, creating an unbroken chain of
custody.

Even when some intermediate tools or services are not yet ASC MHL-aware, the history files
travel alongside the media and remain dormant until picked up again by compliant systems.



This design ensures that every verified step, past or future, contributes to a single, continuous
audit trail.

Use Case 1 — On-Set to Post

1.

On-set data wrangling: Data-management software automatically creates ASC MHL
histories while offloading camera media from cards or drives. Some cameras can
generate ASC MHL manifests in-camera at the end of a recording or upload session.
Transit and hand-off: Media and the accompanying ASC MHL manifest and history files
travel together on shuttle drives or LTO sets. Each transfer or verification step adds a
new manifest generation, linking source and destination.

Post-production verification: Ingest teams use tools or custom systems to re-verify
deliveries. The new verification is appended to the existing history, proving file integrity
through every location and operator.

Use Case 2 — Hybrid and Cloud Workflows

In hybrid workflows, the same manifests extend into the cloud.

On-set / near-set: Media is hashed and logged as usual.

Transfer to cloud: The ASC MHL manifest and history files are uploaded with the media
package.

Verification in cloud services: Once cloud storage or post facilities implement ASC
MHL support, they can immediately re-verify the incoming files and append new
generations. This guarantees that on-premise and cloud validations share one
continuous history file instead of separate, incompatible reports.

Use Case 3 — Archive and Restoration

At archiving time, the last history generation is flattened into a consolidated manifest for
long-term storage. When media is later restored, the same manifest can be re-verified against
the recovered files, confirming bit-level integrity over time.

Adoption Across the Ecosystem

Data-management software with ASC MHL support:

Pomfort Silverstack family: ASC MHL creation, continuation, and verification.
Hedge OffShoot: ASC MHL-aware verification; reads and validates existing histories.
Imagine Products ShotPut Pro: Supports ASC MHL “seal” creation.

YoYotta v4: Generates and parses ASC MHL histories; chain viewer for deliveries.
Pomfort MediaVerify: Stand-alone verification, for example, for post facility transfers.

Camera and camera-utility integration:



e RED Digital Cinema: Firmware option “Generate ASC MHL”; writes manifests per
clip/roll; also supported in RED Cloud Upload.

e ARRI ARRIRAW HDE Transcoder: Generates ASC MHL files for each transcoded
batch.

Reference implementation:

e ASC MHL CLI (ascmhl): Open-source command-line tool maintained under the ASC
MITC; implements all normative operations and serves as a conformance reference.

Together, these integrations ensure that ASC MHL can be generated, continued, and verified
consistently across the full production pipeline from camera acquisition to final archive — forming
the technical foundation for studio-scale integrity workflows.

Industry Impact & Ecosystem Readiness

In day-to-day production use, ASC MHL has proven its value at scale: one major studio reported
that among 100 simultaneous productions on a single day, only one required manual
data-integrity intervention — a dramatic improvement over prior incident rates. Tens to hundreds
of terabytes of source footage were verified without discrepancies, effectively eliminating routine
re-checks and freeing teams to focus on creative work rather than troubleshooting data
management issues.

Netflix has formally adopted[2] ASC MHL as the checksum manifest format for all camera and
sound rolls, requiring that each delivery into their new cloud based ecosystem be verified
against its manifest. HBO uses ASC MHL for on-set data management and is evaluating its
extension to archival verification. These policies mark the transition from experimental use to
production-critical infrastructure.

This combination of top-down studio mandates and bottom-up vendor support has made ASC
MHL the emerging industry standard for trusted media exchange. All implementations share the
same open, versioned specification, ensuring long-term interoperability and a clear upgrade
path as new algorithms and signing methods appear.

Technical Merit, Risks, and Vision

The ASC MHL specification defines an open, XML-based data model that records each file’s
checksum, structure, and verification history. Its append-only history model and chained
manifests make integrity both provable and tamper-evident across facilities and vendors.

ASC MHL’s technical advances include a formal XML schema for manifests and directory
contexts, defined process types such as transfer, verification, and flattening, and support for
multiple hash families (MD5, SHA, xxHash, and C4) to balance performance and policy



requirements. An open-source reference implementation and detailed guide enable rapid
vendor integration and guarantee consistent behavior.

Performance testing shows that ASC MHL verification is I/O-bound rather than CPU-bound
(when performing hash verification with modern, fast hashing algorithms); managing histories
adds negligible overhead even for very large datasets. Split-manifest and flattening mechanisms
ensure scalability, while defined error states and status codes allow continuous operation
without workflow interruption. The chained-hash design forms an immutable audit trail, and
schema validation with versioned namespaces secures long-term readability and forward
compatibility. Custom metadata options allow customization where needed. Cross-tool
interoperability has been demonstrated between RED, Pomfort, YoYotta, OffShoot, and the ASC
MHL CLI, confirming specification maturity.

While stable in production, several challenges remain. Extremely large projects can produce
sizable XML files; this is mitigated by split manifests and flattening, while full-project archives
remain outside the current scope. Some workflows favor file-by-file copy over linear reads, so
ASC MHL is positioned mainly for bulk offload and archive operations where chain-of-custody is
most valuable. Intentional file changes are currently treated as verification failures and only can
be tracked as new assets or with new histories. Human factors, such as rename discipline and
operator training, also play a role. These topics are under active review within the ASC MITC
working group to refine and extend semantics while maintaining simple adoption.

Looking ahead, ASC MHL will expand its interoperability and reach. Continued alignment
among tool vendors and camera manufacturers will strengthen ecosystem convergence. As
cinematic and broadcast workflows converge, ASC MHL offers a blueprint for scalable, reliable
data management across domains. Beyond technology, it fosters education in disciplined data
handling and integrity best practices.

In essence, ASC MHL is evolving from a checksum format into an industry-wide framework for
trust in digital media: Lightweight, open, and ready to grow with the next generation of
production workflows.

Conclusion

ASC MHL establishes, for the first time, a strong and auditable chain-of-custody for media
assets throughout their entire lifecycle. By unifying checksum verification and process history in
an open, interoperable format, it has delivered a measurable reduction in data-loss incidents
and investigation time — allowing productions to focus on creative output instead of data
recovery.

Its innovation lies in the structured history model and defined operations that make integrity
traceable across vendors. Impact is proven through widespread adoption in leading cameras,
data-management tools, and studio policies. Technical merit rests on a transparent XML



schema, flexible hash architecture, and well-tested reference implementation. Adoption
readiness is demonstrated through open-source tooling and multi-vendor deployment at scale.

Looking ahead, ASC MHL provides not just a format but a foundation for trusted, data-driven
collaboration across the expanding media ecosystem.

Voices from users

‘I use ASC MHL to make sure the data we shot is identical to what arrives in the lab.
The three biggest benefits are accuracy, reliability, and compatibility.”
Daniel Farkas, Post-house and Dailies Supervisor, Budapest

“The ASC MHL is very beneficial for us DITs because it gives us peace of mind with the way it
builds a traceable and secure chain of custody.”
Ryan, DIT, Malta
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